Abstract-Recently, there has been a growing interest in applying multiple antennas to achieve information-theoretic security in wireless communication networks. In this paper, we consider the transmission of common confidential data from a singleantenna transmitter to multiple multi-antenna receivers in the presence of multiple multi-antenna eavesdroppers. Both the receivers and eavesdroppers employ maximal-ratio combining (MRC) to combine the signals received at multiple antennas. For the considered system, we derive its connection outage probability and secrecy outage probability to characterize the reliability level and the security level, respectively. Numerical results are also provided to analyze the tradeoff among the reliability and security performances and the number of antennas (or nodes) of either receivers or eavesdroppers.
I. INTRODUCTION
Wireless multicasting, where a single stream of data is transmitted to multiple selected nodes simultaneously, has been an efficient and important method of supporting group communication [1] . Due to the inherent openness of wireless medium, the security of wireless multicasting has been a critical concern for these networks to support mission-critical applications, such as teleconferencing, mobile auctions, military command and control for tactical information.
Physical layer security, which achieves informationtheoretic security by properly designing wiretap channel code according to the channel states [2] , [3] , has been demonstrated as a promising approach to providing strong secrecy for wireless networks. Pioneering works have been conducted to understand the performance of physical layer security, and a common conclusion from them is that perfect secrecy can be achieved when the quality of the channel from transmitter to legitimate receiver is better than that from transmitter to eavesdropper [2] - [4] .
By now, many research works have been conducted for techniques to improve the performance of physical layer security, and these works can be roughly classified into three categories depending on where the technique is applied. Firstly, for techniques at the transmitter side, the works [5] , [6] employed the multiple antennas to generate artificial noise such that the signal received at eavesdropper is considerably interfered while that at the target receiver has almost no interference. Transmit antenna selection scheme has been adopted in [7] to guarantee the channel quality of the targeted receiver.
Interference alignment technique has been explored in [8] to achieve positive secure degrees of freedom. Secondly, for techniques at the receiver side, the multiple receive antennas have been adopted to mitigate fading effect and enhance channel quality [1] , [9] . Thirdly, some techniques are implemented at neither transmitter nor receiver side, for example, cooperative jamming strategy at external helpers was studied in [10] to confuse the eavesdroppers.
This paper focuses on applying the multiple receive antennas to enhance the security of multicasting transmission based on physical layer security. In particular, we consider the scenario that both the legitimate receivers and eavesdroppers employ maximal ratio combining (MRC) reception scheme to combine the signals received by different antennas [11] . The main contributions of this paper are as follows.
• Under the assumption that the transmitter knows the real time channel state information (CSI) of the legitimate receiver channels but does not know that of the eavesdropper channels, we derive connection outage probability and secrecy outage probability in such a multicasting system with Rayleigh fading channel model. It is notable that the multicasting system model covers many other system models, e.g., the Rayleigh fading wiretap channel model in [12] , and our theoretical results can be reduced to the result of the corresponding system model. • Based on the above theoretical results, numerical results are provided to explore the tradeoff among the connection (or secrecy) outage probability and the number of antennas (or nodes) of either the legitimate receivers or the eavesdroppers.
The remainder of this paper is organized as follows. Section II presents system models and also introduces the performance metrics to analysis. In Section III, we derive the theoretical models of connection outage probability and secrecy outage probability. In Section IV, the impacts of system parameters on the outage probabilities are analyzed with numerical results. Finally, we conclude the paper in Section V.
II. SYSTEM MODEL AND PERFORMANCE METRICS
Throughout the paper, the following notations will be used: Bold lower letters denote column vectors. A circularly symmetric complex Gaussian random variable with variance 2 is denoted by ∼ ℂ (0, 2 ).
A. System Model
We consider a system where a transmitter multicasts its confidential data to legitimate receivers in the presence of eavesdroppers. The transmitter is equipped with one antenna while each of the legitimate receivers and eavesdroppers is equipped with and antennas, respectively. The communications are modeled as
where ∈ {1, 2, ..., }, is the length of the channel input, ( ) is the -th channel input, y ( ) ∈ ℂ ×1 and z ( ) ∈ ℂ ×1 denote the signal vectors received by the corresponding legitimate receiver and eavesdropper, respectively, h ( ) ∈ ℂ ×1 and g ( ) ∈ ℂ ×1 are the respective channel gain vectors from the transmitter to the receiver and from the transmitter to the eavesdropper, and n ( ), n ( ) are AWGN vectors with i.i.d. entries following ℂ (0,
2 ) and ℂ (0, 2 ). We consider a quasi-static fading scenario where the channel gains, albeit random, are fixed during the transmission of an entire codeword, i.e., h ( ) = h and g ( ) = g for ∀ , and are independent from codeword to codeword. The entries of h and g are denoted by ℎ and , where ∈ {1, 2, ..., } and ∈ {1, 2, ..., }. It is assumed that ℎ ∼ ℂ (0,¯) and ∼ ℂ (0,¯) for ∀ and ∀ , i.e., the channels are subjected to Rayleigh fading.
We further assume that both the legitimate receivers and eavesdroppers know the instantaneous CSI (i.e., real time channel gains and phase shifts) of their own channels, and that the transmitter knows the instantaneous CSI of the legitimate receiver channels but does not know the instantaneous CSI of the eavesdropper channels. As such, both the legitimate receivers and eavesdroppers are assumed to apply MRC 1 reception scheme to combine the signals received by different antennas. It is also assumed that the eavesdroppers do not collude with each other 2 , i.e., they process the received signals independently [14] .
The transmitter has to satisfy a short-term average power constraint, , for each codeword transmitted to the receivers. Consequently, the instantaneous SNR at the th antenna of receiver is given by
and its average value corresponds tō
which is the same at all of the antennas of receiver . Likewise, the instantaneous SNR at the th antenna of eavesdropper is given by
1 MRC reception has been regarded as the optimal diversity combining schemes as it maximizes the output SNR independent of the distributions of the branch signals [11] , [13] . 2 If eavesdroppers collude with each other, they are at the risk of exposing themselves to the legitimate users. and its average value corresponds tō =¯/ 2 (6) which is the same at all of the antennas of eavesdropper . For the considered Rayleigh fading channel, and are exponential random variables with mean¯and¯, respectively. Therefore, the combined SNRs and at the MRC outputs follow chi-square distribution and their respective probability density function (PDF) are given by [15] 
and
And their respective cumulative distribution function (CDF) are given by
where
B. Performance Metrics
In this paper, the physical layer security method 3 is adopted to ensure reliable and secure information transmissions in the concerned system. In this method, the transmitter needs to determine two rates, namely, the rate of the transmit codewords ℛ and the rate of the confidential data ℛ . It is noticed that ℛ ≤ ℛ , and the rate difference between the two rates, denoted by ℛ = ℛ − ℛ , indicates the rate cost of securing message transmissions against eavesdropping. For any transmitted message, a receiver is able to decode it with an arbitrary small error probability if ℛ is less than the capacity of the channel from the transmitter to this receiver, while an eavesdropper is not expected to receive any information about the message if ℛ is larger than the capacity of the channel from the transmitter to this eavesdropper.
In the above multicasting system, the design of transmission scheme should consider the receiver with the lowest SNR at the MRC outputs (denoted by (1) ) and the eavesdropper with the highest SNR at the MRC outputs (denoted by ( ) ). A transmission is said to be reliable only when the codeword rate ℛ is less than the receiver capacity determined by (1) , and security only only when ℛ is larger than the eavesdropper capacity determined by ( ) . As the instantaneous CSI of the legitimate receiver channels is available, the transmitter adopts an on-off transmission scheme, i.e., it transmits when (1) exceeds some SNR threshold ≥ 0 and suspends the transmission otherwise. When transmits, ℛ will be adaptively set to the capacity determined by (1) , while ℛ will be set a fix value. This is because the absence of real time CSI of eavesdropper channels at the transmitter sheds doubt on the operational significance of adopting a varying secrecy rate ℛ .
Based on the above transmission scheme, the reliability and security levels can be characterized by the following performance metrics, respectively.
• Connection outage probability (COP): The connection outage probability, denoted by , is defined as the probability that the lowest SNR (1) at the MRC outputs of the legitimate receivers below the threshold :
• Secrecy outage probability (SOP): The secrecy outage probability, denoted by , is defined as the probability that ℛ less than the eavesdropper capacity determined by the highest SNR ( ) at the MRC outputs of the eavesdroppers during message transmissions:
Note that, in the above definition, the connection outage probability does not include the probability of outage events of {log(1 + (1) ) < ℛ } is due to the transmission scheme adopted in this paper. As described in [12] , can be interpreted as a quality of service (QoS) measure, while measures the security level of the system.
III. OUTAGE PERFORMANCES
To derive the outage probabilities, we first need to determine the CDF of (1) and ( ) . Based on order statistics [17] , the CDF of (1) is given by (1) 
and the CDF of ( ) is given by
Replacing (10) into (14), the PDF of ( ) is then given by
(15) Regarding to the evaluation of , we have the following theorem.
Theorem 1: In the concerned multicasting system where each of receivers employs MRC to combine the signals received from its antennas, the connection outage probability for any given transmission SNR threshold ≥ 0 is given by
Proof: The result can be directly derived by following by the definition of connection outage probability in (11) .
Remark 1: When = = 1, (16) turns out to be the transmission outage probability under Rayleigh fading wiretap channel, which corresponds to Eq. (15) in [16] .
From the above theoretical model of connection outage probability, it is noticed that depends on the number of the legitimate receivers and the number of antennas on each receiver, and is independent of the number of the eavesdroppers and the number of antennas on each eavesdropper.
About the evaluation of secrecy outage probability , we have the following theorem.
Theorem 2: In the concerned multicasting system with parameters , , , ,¯and¯defined above, its secrecy outage probability for any given transmission SNR threshold ≥ 0 and secrecy rate > 0 is given in (17) on the top of the next page.
Proof: According to the definition of secrecy outage probability in (12) and the transmission scheme in Section II-B, we have
The final result in (17) can be derived by simplifying the above equation based on the following identities:
Remark 2: When = = = = 1, (17) turns out to be the secrecy outage probability under Rayleigh fading wiretap channel, which corresponds to Eq. (7) in [12] .
Based on the two outage probabilities in this paper, the (overall) outage probability that derived based on the outage definition in [4] can also be derived by following [16] 
and setting = 2 ℛ − 1. It is noticed that corresponds to Eq. (14) in [1] . 
IV. NUMERICAL RESULTS AND DISCUSSIONS
Based on the theoretical models derived in this paper, this section illustrates the impact of system parameters on the reliability and security performances.
A. vs. { , }
To illustrate the tradeoff between the reliability level and the number of the legitimate receivers (or the number of antennas on each receiver), we show in Fig. 1 how varies with for the scenarios of¯= 10 dB, = 8 dB and = {1, 2, 3}. For all the three scenarios, as shown in Fig. 1 , monotonically increases with and approaches to 1 as keeps increasing, which indicates that the reliability level will be deteriorated by increasing the number of legitimate receivers. This is due to the reason that the multicasting scheme needs to ensure the quality of the signal received at all targeted receivers, and that the probability of a worse channel becomes higher as the number of legitimate receivers increases which results in a higher connection outage probability. We can also see from Fig. 1 that for a given , a bigger leads to a lower . This indicates that the receiver's reliability level can be improved by increasing the number of antennas on each receiver.
B. vs. { , }
To explore the tradeoff between the security level and the number of legitimate receivers (or eavesdroppers), we show in Fig. 2 how varies with for the scenarios of = = 1,¯= 10 dB,¯= 5 dB, = 8 dB, ℛ = 1 (in monotonically increases with for all the four scenarios, which indicates that the security level of the system is compromised when more legitimate receivers are targeted. One can further observe from Fig. 2 that for a given , a bigger leads to a higher , which means that the security level decreases as the number of eavesdroppers increases.
C. vs. { , }
To illustrate the tradeoff between the security level and the number of antennas on each legitimate receiver (or eavesdropper), we show in Fig. 3 how varies with for the scenarios of = = 1,¯= 10 dB,¯= 5 dB, = 8 dB, ℛ = 1 (in bits) and = {1, 5, 10, 20}. For all the four scenarios, as shown in Fig. 3, monotonically decreases with , which indicates that the security level can be improved by increasing the number of antennas on each legitimate receiver. It is notable that can be controlled to be arbitrary small by increasing . For a given , we can find in Fig. 3 that becomes higher when is larger, which shows that the security level drops down when the number of antennas on each eavesdropper increases.
D. and
We now make a comparison between the secrecy outage probability (in (17) ) and overall outage probability (in (21)), two metrics used to illustrate the security level in the literature. For the case that = 2 ℛ − 1, Fig. 4 illustrates how and vary with ℛ for two different channel scenarios of¯and¯: a normal scenario with¯= 10 dB and¯= 10 dB, and a better scenario with¯= 10 dB and¯= 5 dB. We can see from Fig. 4 that for all the two channel scenarios, is larger than , which indicates that using in system design will result in a conservative estimation on ℛ . The above phenomenon is reasonable since includes the probability of connection outage events and secrecy outage events.
V. CONCLUSION
This paper derived the theoretical models of connection outage probability and secrecy outage probability for the secure multicasting system where both the legitimate receivers and eavesdroppers are installed with multiple antennas. It is notable that our theoretical models, derived for multicasting system, also cover the corresponding results for other system models (e.g., the Rayleigh fading wiretap channel model) as special cases. The results in this paper indicate that the reliability and security performances can be improved by increasing the number of antennas on each legitimate receiver and will be deteriorated by increasing the other parameters (i.e., the number of legitimate receivers or eavesdroppers, and the number of antennas on each eavesdropper).
